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1. Background 

It is well recognised from research that introducing healthcare related technology into complex healthcare 
environments has the potential to introduce unintentional patient harm. This adverse impact warrants 
dedicated risk management activities and processes, which apply standards and regulations, best practice 
guidelines and are supported by valid and research. 

A decision by Northern Territory Health (NTH) Executive and Clinical Leadership has been made to re-
introduce the legacy Patient Administration System (PAS) CareSys, for limited utilisation within the 
Emergency Departments of Royal Darwin and Palmerston Regional Hospitals. This Clinical Risk Assessment 
was requested as part of the risk analysis prior to implementing this plan. Both NTH and CCSRP CSO’s 
collaborated on completing this report and the attached Hazard Log at the request of the respective 
agencies. 

The reversion to CareSys within the Emergency Departments will include the introduction of new business 
processes and administrative service models across the RDPH Emergency Departments, with the objective 
to support the added administrative workloads and data entries needed for alignment of dual PAS’s at the 
same health service. 

This assessment includes an outline of how the hazards were identified, the clinical safety impacts 
estimated, and the preventative mitigations considered. This report also acknowledges the limitations of 
this analysis and assessment processes and the proposed controls. 

2. Purpose 

This Clinical Safety Report is intended to inform the NTH and DCDD/CCSRP stakeholders of the potential 
clinical safety hazards, their causes, and consequences with the utilisation of dual Patient Administrative 
Systems across RDPH. 

This report outlines the approach to clinical safety for this initiative with evidence of the clinical safety 
assurance processes. This includes; clinical safety assessments for identified hazards, the causes associated 
with each hazard and controls that exist or are proposed. In addition, the limitations in providing a valid and 
comprehensive assessment are included, and this report should be read with an understanding of these 
factors. 

3. Scope/limitations 

 Unlike a Clinical Safety Case this is NOT intended to make safety claims that control measures have 
been taken to reduce risks to an As Low As Reasonably Practical (ALARP) or a tolerable risk level to 
proceed to Go-Live.  

 The re-introduction of CareSys has been accepted by the agencies as a mitigation option for issues 
and problems using Acacia in the RDPH ED’s. An argument that this will provide an acceptable level 
of risk mitigation, and therefore identify a change in the current level of clinical safety risk, is beyond 
the scope of this document. 

 This report does not include a comprehensive clinical risk assessment for the cutover activities [the 
re-introduction of CareSys and plans for this data transition across the 2 systems]. The planning and 
requirements to undertake this task are still under discussion and development, however this cut 
over is a high-risk activity for any introduction of a health information system, involving multiple 
manual processes, data migration and synchronisation  

 Some stakeholder groups may have been underrepresented in workshops due to the short 
notification and staffing shortages.   
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 Time constraints did not facilitate evaluation of the effectiveness of controls or a comprehensive risk 
identification and assurance processes such as testing or workflow validation. This includes the 
integration with other systems; a significant cause of both clinical safety and business risk. 

4. Clinical Safety Approach 

 

Figure 2. Risk Management and HIT 
(Adapted Borycki et al 2016) 

4.1 Risk identification 

As mentioned in section 3 the identification may have failed to capture some potential hazards. This is a 
known limitation even with adequate hazard workshops. 

Initially CCSRP conducted internal tabletop exercises [Hazard Workshops]to identify hazards and risks for 
the proposed business processes, integration, data migration, configuration, IT infrastructure and human 
interfaces in the use of systems. 

This exercise also considered the preventative (pro-active) controls that may be possible within the limited 
timelines, for example mapping and alignment of data fields across the 2 systems, and reactive controls using 
data corrections. (see appendix 1) 

These CCSRP Hazard Workshops included Subject Matter Experts (SME), technical and integration 
specialists and Business Analysts. 

4.1 Risk analysis 
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NTH, RDPH and CCSRP collaborated to facilitate stakeholder consultation workshops to conduct and review 
the clinical risk assessments. Key stakeholders were identified with the assistance of departmental leaders, 
SMEs, and the Director of Clinical Operations RDPH Katie Roberts. The selection was made to ensure that 
contributors had knowledge of business and clinical and/or administrative workflows. Many of the 
stakeholders were also familiar with the use of CareSys. 

Technical experts and health informaticians from all agencies also participated at one or more workshops.  

4.2 Risk estimation 

Risk estimation aligns with the NT Health Risk Management Guidelines and NT Health Risk Assessment 
Guide (Matrix) (appendix2) with consequences (impact) and likelihood providing 4 possible risk score ratings 
of Severe, High, Medium, and Low. These guidelines also include risk levels: Inherent (risk rating with any 
existing controls in place) and Residual (after proposed controls considered). 

Subsequent stakeholder workshops were undertaken with NTH, RDPH and CCSRP team members 
identifying the hazards with clinical safety impacts and an estimated the level of risk. The group calculated 
the risk ranking applying the principles of reasonable foreseeability for operating or use scenarios to provide 
standardisation and reproducibility with risk ratings. These ratings considered the feedback from the 
stakeholders, the existing controls and their potential effectiveness as a mitigation applying the hierarchy of 
controls and an aggregate of the identified control measures. 
 
These hazards were then documented in the Hazard Log and a draft provided for review by the team 
collaborative to ensure accuracy of the log and the substantiation for the assessment findings. 
 

4.3 Control effectiveness 
Many risk mitigations are dependent on the effective establishment and implementation of a new workforce 

initiative, the ED Admin Hub to complete data reconciliations and duplicate entries to align the 2 PAS. This 

will introduce new work processes, end users unfamiliar with the systems or the health industry and 

incorporate untested or partially tested workflows. The hierarchy of controls categorises this mitigation as 

administrative and one of the less effective of controls. Consideration of this and the context of time 

constraints on recruitment, on boarding and training as well as the need for mentoring, support, and 

instructional guides this Hub has been considered a weak control.  

 
Furthermore, the limitation of time does not allow assurances of adequate mitigation by user validation 
including simulation. These crucial safety assurance steps enable changes to be made to reduce potential 
risks and can identify the potential for additional controls or adverse impacts that a proposed control may 
unintentionally create. 

5. Findings 

The following section includes risk ratings medium or high for hazard causes estimated with proposed 
controls implemented. 

Those hazards rated with a low residual risk score have not been included in this summary section however 

these and those in this summary are comprehensively documented in the attached Hazard Log.  

5.1 Residual risks-rated medium and high  

A total of 14 hazards have been identified for the rollback to the use of CareSys at Royal Darwin and 

Palmerston Hospitals emergency departments. A total that includes the cutover hazards and an introduced 

risk by utilising manual transcriptions for mitigation. 

 

http://internal.health.nt.gov.au/pgc/dm/_layouts/15/WopiFrame.aspx?sourcedoc=%7bE6C35ADF-1FF9-4D32-8869-00AD08461A2D%7d&file=NT%20Health%20Risk%20Management%20Guidelines.DOCX&action=default&DefaultItemOpen=1
http://internal.health.nt.gov.au/pgc/dm/_layouts/15/WopiFrame.aspx?sourcedoc=%7b8D5D22E3-32D6-4087-BF89-CED576563302%7d&file=NT%20Health%20Risk%20Assessment%20Guide%20(Matrix).docx&action=default&DefaultItemOpen=1
http://internal.health.nt.gov.au/pgc/dm/_layouts/15/WopiFrame.aspx?sourcedoc=%7b8D5D22E3-32D6-4087-BF89-CED576563302%7d&file=NT%20Health%20Risk%20Assessment%20Guide%20(Matrix).docx&action=default&DefaultItemOpen=1
https://www.worksafe.vic.gov.au/hierarchy-control
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In total there are 16 identified causes with a residual risk rating of high or medium that are introducing this 

hazard   

 6 causes of potential clinical risk rated with a residual rating of High (this includes 2 high level 

causes introduced during the cutover period)  

 10 causes of potential clinical risks rated with a residual rating of Medium 
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6. Conclusion 

To interpret the findings of this risk analysis some clarification of the residual risk estimation is required 
and why it may potentially be higher than stated: 
 

1. Proposed controls are dependent of the rapid establishment of an administrative support hub that 
will introduce a new workforce, business process and require specific work instructions and 
training to complete complex data corrections accurately, efficiently, and frequently in close to real 
time. 

2. Hazards were identified from tabletop workshops and incomplete preliminary testing of some 
workflows with many workflows still to be identified. 

3.  This analysis in unable to provide detailed consideration of those hazards that may be introduced 
during cutover activities. 

4. Testing and simulation have been incomplete with limitations due to time constraints, validated 
workflows, and integration solutions with other systems.  

5. Limited timeframes for the re-introducing CareSys and the planned brief duration of this dual PAS 
deployment has resulted in limited design fixes. Impacting the utilisation of stronger engineering 
controls than administrative. 

Contextual factors in a highly complex health care setting are important considerations for any change 
management as well as a clinical safety. Introduction of any change to a clinical health information system 
requires strategies to support the changes and ensure the likelihood of success. Attempts during the 
stakeholder consultations have been made to identify the enablers and barriers; 

 Some ED end users still have knowledge and familiarity of the CareSys functionality. 

 Critical staffing shortages exist within ED particularly in the senior nursing cohort (Triage nurses, 
Team Leaders and Navigators, who coordinate patient care and flow). 

 RDH frequently experiences overcapacity issues with high occupancy within the RDH ED. 

 Since deployment of Acacia in November last year there has been high staff turnover, with a new 
intake of medical staff and large nursing turnover. 

Furthermore, should this period of use for CareSys utilisation extend then it is recommended that 
evaluation and implementation of more robust system design and configuration controls be a priority for 
ongoing risk management. 
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7. Appendix 1 – Summary hazard register 

 

8. Appendix 2 - Hazard Log full extract 

 

9. Appendix 3 - Risk assessment toolset 

 

 

Reference-Hazards, consequences, causes and controls available @ https://www.linkedin.com/pulse/hazard-logs-4-importance-effective-controls-
i8d5e?trk=public post 

https://www.linkedin.com/pulse/hazard-logs-4-importance-effective-controls-i8d5e?trk=public_post
https://www.linkedin.com/pulse/hazard-logs-4-importance-effective-controls-i8d5e?trk=public_post
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9.1. Risk assessment matrix 
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9.2. Data Risk assessment matrix  

 

  



https://epsprojects.nt.gov.au/confluence/pages/viewpage.action?spaceKey=CCSRP&title=Acacia+Clinical+Safety&preview=/44241665/92542043/Clinical%20Safety%20Management%20Plan%20v.07.docx
https://epsprojects.nt.gov.au/confluence/pages/viewpage.action?spaceKey=CCSRP&title=Acacia+Clinical+Safety&preview=/44241665/92542043/Clinical%20Safety%20Management%20Plan%20v.07.docx
https://epsprojects.nt.gov.au/confluence/pages/viewpage.action?spaceKey=CCSRP&title=Acacia+Clinical+Safety&preview=/44241665/92542043/Clinical%20Safety%20Management%20Plan%20v.07.docx
https://epsprojects.nt.gov.au/confluence/pages/viewpage.action?spaceKey=CCSRP&title=Acacia+Clinical+Safety&preview=/44241665/92542043/Clinical%20Safety%20Management%20Plan%20v.07.docx
https://epsprojects.nt.gov.au/confluence/pages/viewpage.action?spaceKey=CCSRP&title=Acacia+Clinical+Safety&preview=/44241665/92542042/Patient%20Safety%20-%20Management%20Approach%20v.05.docx
https://epsprojects.nt.gov.au/confluence/pages/viewpage.action?spaceKey=CCSRP&title=Acacia+Clinical+Safety&preview=/44241665/92542042/Patient%20Safety%20-%20Management%20Approach%20v.05.docx
https://epsprojects.nt.gov.au/confluence/pages/viewpage.action?spaceKey=CCSRP&title=Acacia+Clinical+Safety&preview=/44241665/92542042/Patient%20Safety%20-%20Management%20Approach%20v.05.docx
https://epsprojects.nt.gov.au/confluence/pages/viewpage.action?spaceKey=CCSRP&title=Acacia+Clinical+Safety&preview=/44241665/92542042/Patient%20Safety%20-%20Management%20Approach%20v.05.docx
https://digital.nhs.uk/data-and-information/information-standards/information-standards-and-data-collections-including-extractions/publications-and-notifications/standards-and-collections/dcb0160-clinical-risk-management-its-application-in-the-deployment-and-use-of-health-it-systems
http://dx.doi.org/10.1016/j.ress.2020.107222
https://digital.nhs.uk/data-and-information/information-standards/information-standards-and-data-collections-including-extractions/publications-and-notifications/standards-and-collections/dcb0129-clinical-risk-management-its-application-in-the-manufacture-of-health-it-systems
http://internal.health.nt.gov.au/pgc/dm/_layouts/15/WopiFrame2.aspx?sourcedoc=%7bF768AB78-1077-47E6-9A72-FED1420C6A99%7d&file=NT%20Health%20Clinical%20Information%20Systems%20Safety%20Management%20Procedure.docx&action=default&DefaultItemOpen=1
http://internal.health.nt.gov.au/pgc/dm/_layouts/15/WopiFrame2.aspx?sourcedoc=%7bF768AB78-1077-47E6-9A72-FED1420C6A99%7d&file=NT%20Health%20Clinical%20Information%20Systems%20Safety%20Management%20Procedure.docx&action=default&DefaultItemOpen=1
http://internal.health.nt.gov.au/pgc/dm/_layouts/15/WopiFrame.aspx?sourcedoc=%7bE6C35ADF-1FF9-4D32-8869-00AD08461A2D%7d&file=NT%20Health%20Risk%20Management%20Guidelines.DOCX&action=default&DefaultItemOpen=1
http://internal.health.nt.gov.au/pgc/dm/_layouts/15/WopiFrame.aspx?sourcedoc=%7bC0A9D68E-04AC-4DD2-944C-C1B8D44A6E85%7d&file=NT%20Health%20Clinical%20Information%20Systems%20Governance%20Framework.docx&action=default&DefaultItemOpen=1
http://internal.health.nt.gov.au/pgc/dm/_layouts/15/WopiFrame.aspx?sourcedoc=%7bC0A9D68E-04AC-4DD2-944C-C1B8D44A6E85%7d&file=NT%20Health%20Clinical%20Information%20Systems%20Governance%20Framework.docx&action=default&DefaultItemOpen=1
http://internal.health.nt.gov.au/pgc/dm/_layouts/15/WopiFrame.aspx?sourcedoc=%7b8D5D22E3-32D6-4087-BF89-CED576563302%7d&file=NT%20Health%20Risk%20Assessment%20Guide%20(Matrix).docx&action=default&DefaultItemOpen=1
https://www.health.wa.gov.au/~/media/Files/Corporate/Policy-Frameworks/Information-and-Communications-Technology/Policy/Information-and-Communications-Technology-Governance/Supporting/ICT-Patient-Safety-Risk-Assessment-PSRA-Guide-for-ICT.pdf
http://synapse.koreamed.org/Synapse/Data/PDFData/1088HIR/hir-19-69.pdf
http://synapse.koreamed.org/Synapse/Data/PDFData/1088HIR/hir-19-69.pdf
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